DATA PROTECTION TRAINING FOR CREATIVES

TEMPLATE SIXDisclaimer

This data protection template is provided solely for training and informational purposes. It is intended to serve as a general guide and reference tool, and does not constitute legal advice, official policy, or a substitute for professional consultation. Users are advised to seek appropriate legal or compliance counsel to ensure their data protection practices meet applicable laws and regulations. The creators and distributors of this template accept no responsibility or liability for any loss, damage, or legal exposure resulting from its use

DATA PROTECTION IMPACT ASSESSMENT(DPIA) FORM

Part 1: Description of the processing operations
	Name of Data Controller:

Postal address:

Email Address:

Telephone Number: 
 

	1. Project Name
	

	1. Project Outline: What and why
Explain broadly what the project aims to
achieve and what type of processing it
involves
	

	1. Who are the targeted data subjects? -
2. What is the classes of data are to be collected;
2. What is the class of data subjects (i.e. are there any vulnerable groups/ children that form part of the data subjects)
	

	1. Describe the Information Flow –
Describe the collection, use and deletion of personal data here. It may be in a flow diagram or another format of explaining data flows—

0. where you are getting the data from;
0. how is the data being collected;
0. how much data is likely to be collected;
0. where the data will be stored;
0. How long will the data be stored;
0. To what extent is the data being processed
0. where data could be transferred to; and
0. how many individuals are likely to be affected by the project.
	

	1. Describe how the data processing flow complies with the seven data protection principles-
4. Lawfulness, fairness and transparency 
4. Purpose limitation 
4. Data minimisation 
4. Accuracy. 
4. Storage Limitation 
4. Integrity and confidentiality
4. Accountability
	



Part 2:  An assessment of the necessity and proportionality of the processing operations in relation to the purpose.
	Describe compliance and proportionality, measures, in particular:
	

	1. What is your lawful basis for processing?
	

	1. How is consent to be obtained, if at all?
	

	1. Does the processing actually achieve your purpose?
	

	1. Is there another way to achieve the same outcome?
	

	1. How will you ensure data quality and data minimization?
	

	1. What information will you give individuals?
	

	1. How will you help to support their rights?
	

	1. What measures do you take to ensure compliance by the Contoller and Processor?
	

	1. What parties are involved in the processing and what are their specific roles?
	

	1. How do you safeguard the processing of the personal data?
	

	1. How do you safeguard any international transfers?
	




Part 3: An assessment of the risks to the rights and freedoms of data subjects.
ASSESSMENT QUESTIONS
	Explain what practical steps you will take to ensure that you identify and address privacy risks.
	Yes. (Please Give explanation)
	No. (Please Give explanation)

	1. Will the project involve the collection of new identifiable or potentially identifiable data about data subjects?
	
	

	1. Will the project compel data subjects to provide information about themselves, i.e. where they will have little awareness or choice?
	
	

	1. Will identifiable information about the data subjects be shared with other organizations or people who have not previously had routine access to the information?
	
	

	1. Are you using information about data subjects for a purpose it is not currently used for in a new way, i.e. using data collected to provide care for an evaluation of service development.
	
	

	1. Where information about data subjects is being used, would this be likely to raise privacy concerns or expectations, i.e. will it include health records, criminal records or other information that people may consider to be sensitive and private and may cause them concern or distress?
	
	

	1. Will the project require you to contact data subjects in ways, which they may find intrusive, such as telephoning or emailing them without their prior consent?
	
	

	1. Will the project result in you making decisions in ways which can have a significant impact on data subjects, i.e. will it affect the services a person receives?
	
	

	1. Does the project involve you using new technology which might be perceived as being privacy intrusive, i.e. using biometrics, facial recognition or automated decision making?
	
	

	1. Is a service being transferred to a new supplier (re-contracted) and the
end of an existing contract?
	
	

	1. Is processing of identifiable/potentially identifiable data being moved to a new organization (but with same staff and processes)
	
	



Part 4: The measures envisaged addressing the risks and the safeguards, security measures and mechanisms to ensure the protection of personal data and to demonstrate compliance with the Data Protection Act
	Risk Assessment - Identifying Privacy Risks and Evaluating Privacy Solutions


	
	
	
	
	
	
	
	
	
	

	Risk ID
	Risk Description
	Consequence
	Risk Owner                       
	Current internal CONTROLS 
(provide details of how you currently manage the risk)
	Assessment of Risk
	Describe what further ACTIONS you will take to reduce the Impact/Likelihood and 
mitigate the risk.                                             
State who is the risk owner for each action

	
	
	
	
	
	Impact 
(1,2,3,4,5)
	Likelihood (1,2,3,4,5)
	Score
	

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 




Part 5: Sign Off and Record Outcomes
	ITEM DESCRIPTION 
	OFFICER NAME/DATE
	NOTES/INSTRUCTIONS

	Measures approved by:
	
	Integrate actions back into project plan, with date and responsibility for completion.

	Residual risks approved by:
	
	If accepting any residual high risk, consult the ODPP before going ahead

	DPO advice provided:
	
	DPO should advise on
compliance, PART 4 measures and whether processing can proceed

	Summary of DPO advice:

	DPO advice accepted
or overruled by:
	
	If overruled, you must explain your reasons

	Comments:

	Consultation responses reviewed by:
	
	If your decision departs from individuals’ views, you must explain your reasons

	Comments:

	Consultation with Office of the Data Protection Commissioner Response
	
	

	

	This DPIA will be kept under review by:
	
	The DPO should also review ongoing compliance with DPIA


                        




